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Introduction

As an industry, banking and finance is acutely attuned to the dynamics of risk
versus reward. It is a ratio that guides investors and traders who understand
that every prospective reward sought or earned must be weighed against the
risk undertaken in the process. It is an exercise familiar to all businesses—
profit vs. loss, cost vs. benefit—and one that also guides the topic of innovation
in many organizations.

There are inherent risks that come with innovation. But in these times of
uncertainty and change, we know that the risks associated with not innovating
are far greater. Indeed innovation requires taking bold bets on the future;
putting your investments, time, and resources on the line in the hopes of
winning some strategic advantage.

As leaders in banking and finance know well, risk mitigation—improving

the precision and effectiveness of these bold bets—is best approached
systematically. It entails gathering as much pertinent information as possible
about the landscape in which these risks and bets could

play out.

This information must then be organized, monitored, and analyzed to derive
the dependable insights that ultimately inform decision-making: What are the
odds of this bet paying off? And what other bets are worth making?

Introduction “

There's no ‘sure thing’ in banking and finance, nor in innovation. But it is
possible to enhance the innovation intelligence needed to instill greater
conviction in your decision-making and, crucially, to execute successfully once
those decisions are made.

This starts with understanding the forces shaping the future of the banking and
finance industry. What trends, technologies, and key players are driving change
in the market? And how do we as an organization identify what is important for
us to act on?

With regards to technological advancement in banking and finance, what
was once a strong undercurrent, is now a groundswell. We're seeing a

rapid expansion of digital banking and financial products, rising interest in
distributed ledger technology powering financial systems, greater investment
into privacy-enhancing technologies, and improved accessibility of financial
knowledge and services.

This report aims to provide decision-makers in banking and finance with a
view of the technologies that hold the most potential for impactful innovation
in the industry. These game-changing technologies range from emerging to
evolving and present several innovative use cases. The information contained
within this report is interlinked with ITONICS end2end innovation management
software to help you better connect the dots between these drivers of change,
anticipate the best strategic opportunities for the future, and topple the risk-
reward ratio well in your favor.
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An Introduction to Technology Scouting

End2end innovation management begins by asking the fundamental question,
Where to Play. Answering this question relies on several congruent activities
and internal capabilities that primarily fall within the discipline of Foresight and
Strategy, as advocated by our distinct ITONICS COFIM model. Organizations
equipped with strong foresight capabilities can align their strategy with future
scenarios and build resilience in an increasingly uncertain and competitive
landscape.

Essential in Foresight and Strategy is an organization’s capacity to scan its
business environment comprehensively and continuously—environmental
scanning. This is the capability to scan the horizon for weak signals that might
indicate larger shifts and influence or disrupt the environment. It begins

with the collection of vast amounts of data from which patterns are revealed
through sensemaking analysis.

Environmental scanning focuses on control objectives that enhance
innovation intelligence, thereby enabling the identification of new
opportunities for growth, informing strategic priorities, and shaping future
goals. These include capability supervision, competitor watch, trend scouting,
and technology scouting.

As the focus of this industry report,
technology scouting is the process
of observing technological shifts and
developments by collecting pertinent
data, contextualizing change to
uncover discernable patterns as weak
signals, and identifying emerging
technologies that hold both impact
and relevance.

Actively screening for shifts in
technology adoption, R&D, and
patents serves as an early-warning
system to help organizations
anticipate and respond to changes
while also minimizing risk.
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Applying an industry lens to the
process of technology scouting helps
organizations direct their focus and
resources more optimally.

And by gaining an understanding

of the technological developments
and adoption trends that may
present future opportunities in their
industry, they can equip themselves
with the innovation intelligence
needed to take decisive, strategic
action and ultimately gain

a competitive advantage.
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The Role of Technologies in Innovation

Emerging, evolving, and disruptive technologies serve as solution drivers,
helping innovators connect the dots between their current and future states.
These are the tools capable of meeting—and sometimes, creating—new needs,
desires, and demands.

Technologies enable new business models, products, and services. They have
the potential to meaningfully expand an organization’s existing portfolio and
transform an entire industry.

The Interplay between Technologies and Trends

Technologies and trends are complementary elements that interact with and
influence one another. Trends are expressions of new consumer attitudes,
expectations, or behaviors—an indication of market pull; whereas technologies
are designed either in response to these shifts or as precursors to nascent
demands—representing a market push.

Together this push and pull exert force on the market, driving change forward.
It is organizations’ ability to pre-empt or respond to this change through
innovation that determines their success.

Determining Industry Relevance

Environmental scanning is a divergent exercise; too narrow an approach and
important opportunities can easily be missed. And while all elements in the
ITONICS portfolio hold relevance—the degree of relevance differs depending
on the industry in which your organization operates.

To help provide this industry lens, ITONICS analysts have performed relevance
analysis to identify the Technologies and other elements that are most relevant
and likely to be game changers in each respective industry.

Our team of analysts monitored the frequency with which each Technology
appeared in a given industry. Instances of real-world applications, R&D,
patents, and startup activities were tagged with relevant industries through a
process combining manual and automated data classification.

This initial mapping of the ITONICS portfolio served as hypotheses of industry
relevance. These hypotheses were further validated and enriched through
additional quantitative and qualitative industry research to arrive at nine
industry packages.

Each industry package, available in ITONICS software, displays the Technologies,
Trends, and Inspirations that represent the most relevant—that is, impactful,
disruptive, and transformative—areas in which to play.
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Technology Scouting
with ITONICS

This report provides a starting point from which to

embark on your organization’s technology scouting. It

presents 25 game-changing Technologies for banking and
finance. Through a process of relevance analysis, these have .
been identified as most relevant and impactful to innovation

in the industry. \

Each can all be explored on the ITONICS Teaser Technology
Radar, filtered for banking and finance. Additionally, our
pick of the industry's top 5 game-changing Technologies is
unpacked in further detail in this report.



https://go.itonics.io/RqQ-GtE
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How to Read the Technologies

The Synopsis gives a brief overview of the Technology, explaining why it is
important, what is required to enable it, how it has evolved, and any current
limitations and opportunities.

The Segmentation of the Technology is indicated corresponding to the
relevant categories that appear on the ITONICS Radar: Chemicals & Materials,
Energy & Resources, Engineering, Healthcare & Life Sciences, ICT, and
Mobility. Listed below, the Sub-segmentation provides a more narrow scope
as to the area of technological development.

Technology Scouting with ITONICS n

N

Techmolegy Readiness Level

OO0O0OO0O®O0O0O0
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N

of

—= Industry Relevance unpacks the industry-specific applications and

potential use-cases that are most prominent with regard to the Technology.
Each point looks at the strategic advantage gained through adoption of the
Technology and the considerations for its future development.

@} How is this a Game Changer? elaborates on how the Technology may

contribute to or influence possible future scenarios. The relationship
between the Technology and nascent demands is explored through a future-
oriented lens.

BT whoro to iy Game-changing Tocmmologles foranking&financa o amcenomy =a

\}@ Industry Relevance How API works

Taking Personalization to the Next Level

APIs enable banks and financi
o

In the navigation bar, the () icon will bring you back to the Technology
Navigation page. The [/ button will open up the element in the ITONICS
Teaser Technology Radar. Here you can deep dive into the Implications for
Innovation associated with the Technology and view the interconnected
elements that influence and impact it, including related Trends, Inspirations,
and other Technologies.

" The Technology Ratings look at the parameters of Scope, Potential —

Impact, Complexity, and Technology Readiness Level (TRL).

&> Related Trends show the elements that are influenced by and have an
influence on the Technology, its development, and adoption. This network
provides greater context as to the interplay between elements and points to
possible opportunities.

@J’ How is it a Game Changer?

The API Economy allows for collaboration between developers and API providers
er digital

N

N

breaches and bring them to the
ion from being privately shared or

{é? Inspiration

Switzerland-based financial infrastructure provider SIX enters the open bankin
spac

Inspirations provide evidence of how organizations are applying the
Technology in the real world. They serve as springboards for ideation, helping |
innovators look beyond their category, connect information in new ways, and
nurture fresh thinking.
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ITONICS Ratings

The evaluation of trends or technologies is one of the most important activities
in innovation management. The goal is to predict future changes in your
industry and whether they are relevant to your organization.

ITONICS Trends and Technologies are presented with ratings that help foresight
teams focus their attention and identify relevance based on their unique set of
strategic objectives.

Technology Ratings

Scope
[ |

Very Low
Potential Impact
G

Low
Complexity
G N R
Medium

Technology Readiness Level

OO OO0 ®O0O OO0

TRL6

Technology Scouting with ITONICS “

Our team of analysts uses advanced query and ITONICS Insights to garner the
relevant information alongside our research and statistically derive the ratings
from quantifiable historical and present data.

Each Technology is rated on Scope, Potential Impact, Complexity, and
Technology Readiness Level (TRL) to provide targeted and tailored analysis
at your fingertips.

Complexity: How high is the complexity of this element?

A complexity score is derived based on the number of \ u (

connections each Technology forms with other elements.
The greater number the greater

of connections the complexity

@@

Market Reach
. . Industries impacted
ITONICS Insights tool uses keywords to retrieve data across Regi P
; ) ) egions covered

three dimensions and derive an aggregated mean value to in World
indi h k h of h Technol Map Visualization
indicate the market reach of eac ecnnology. Signals generated

(i.e., news, patents,

publications, and other

unstructured web reports)

Scope: How far-reaching is the potential influence of this
element on this market?

Potential Impact: How high is the potential impact
of this element on the market?

Scale: Projected market value in
2025 (USD billion):

Market growth data for each Technology el +  Very Low: >10 bil.
is collected from a minimum of 5 verifiable .~ ) +  Low: 10-50 bil.
sources, aggregated and extrapolated o ) Medium: 50-500 bil.
to 2025. : ?ﬂﬁ . « High: 500-1,000 bil.

: ) +  Very High: >1,000 bil.

y 2025

Market Value
2021

Technology Readiness Level (TRL): How mature is this element in the market?

Each Technology is mapped by its Technology Readiness Level (TRL) to determine its relative maturity.

PHASE TRL DEFINITION

Basic principles observed

RESEARCH Concept formulated

Experimental proof of concept

Validated in lab

DEVELOPMENT Validated in relevant environment

Demonstrated in relevant environment

System prototype demonstrated in operational environment

DEPLOYMENT System complete and qualified

Actual system proven in operational environment
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Technology Scouting with ITONICS

Exploring the ITONICS Radar

Having the right tools to manage
innovations, technologies, projects,
and opportunities is vital to act

on your organization’s innovation
strategy in an increasingly uncertain
and dynamic world. After all,

what you can't manage, you

cannot change.

Get started by exploring the ITONICS

Teaser Technology Radar and
Teaser Trend Radar displaying the

7589 469 e

\\\\\\\\\\\\

4 young Detroit entrepreneurs 42Crunch launches new self- 5G Mobile Network
launch podcast to talk registration feature for its APl
business, financial... Security Platform

& INSPIRATION ) INSPIRATION & INSPIRATION

Ad-tech company AnyMind Afterpay and Google Pay
Group closes Series B funding deliver buy-now-pay-later bank pilot in Hong Kong
round payments for...

er in "Buy Now, Pay
ced in July 2020 that it will

[_anymind group || funding | [ influencer “afterpay | [ buy now pay later | [ google

One Year Ago by ITONICS Content

&) INSPIRATION

Alg and targets Alibaba and Tencent cash in Ally explores fintech products

fraud with new partnershlp on Southeast Asla e-payments using quantum computing

boom with Microsoft
Distributed ledger technology (DLT) firm

Algorand has partnered with blockchain- Chinese tech groups Alibaba Group Fintech firm Ally has joined Microsoft's
Azure Quantum program to explore how

based.. Holding and Tencent Holdings are

Technology x  In<~ Q = | I O

Accessible Investment

Airstar Bank launches virtual

elements that are most relevant
to your industry. Here you will
find a read-only overview of each
Technology and Trend.

Beyond what's available in the Teaser,

the full content on ITONICS software
provides deeper insight into each

Technology. It allows users to interact
with and configure different elements

to derive greater meaning and
prompt informed decision-making.

Advanced Filtering

Saved Filters

Banking & Finance Industry o v

What element types do you want to show?

Trend x Technology x Inspira v

What do you want to filter by?

Q  Tags x Tags x  Tags x

Trend ~
Tags A
@ INSPIRATION
Airwallex adds Deutsche Bank ir banking and finance e v
for cross-border collection and
APl-enabled FX...
intech unicorn Airwallex has turned to
eutsche Bank to help it provide virtual
irvealex || | [hong
Technology ~
Ago
Tags el
I ir banking and finance S v

cashless payment solunon in |n5pirati0n N

Rwanda

JSE-listed technology company Altron, X
through its Rest of Africa (ROA) Tags

ir banking and finance S v

Discard Changes Update Filter

ITONICS software provides access to:

» The full portfolio of 175+ Trends

and Technologies, each with
detailed explanations of how
they have developed, where they
are currently having an impact,
and how they could evolve into
the future.

7,000+ Inspirations, continually
updated to illustrate how
Trends and Technologies are
being activated and brought to
life by innovators, businesses,
and consumers.

The ability to set Internal Ratings
such as Business Relevance,
Strategic Fit, Internal Know-How,
and Need for Action. Undertaken as
a collaborative evaluation exercise
within your organization, these
ratings help build the consensus
and commitment needed in the
innovation journey.

» |nteractive Network Graph

visualizations that display first-

and second-level relations for a
selected element. New relations
that hold strategic relevance to your
organization can also be added to
any network graph.

Various Tags attributed to each
element to help users focus their
searches. A Tag Filter function
allows advanced searching

by tags and gives suggestions
for related tags. To view the
Trends, Technologies, and
Inspirations selected as most
relevant to banking and finance,
use the saved filter pre-set:
Banking & Finance Industry.

For full access to this content and
functionality, register an account on
ITONICS software for free today.

REGISTER



https://go.itonics.io/RqQ-GtE
https://go.itonics.io/FMk-JHg
https://teaser.itonics.io/radar/wO2RkS2TLDmTaOy?savedFilter=oOkSudCD88EN7zZ
https://www.itonics-innovation.com/cloud?utm_campaign=Industry%3A%20Banking%20%26%20Finance&utm_source=report
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Forces Shaping the Future of
Banking & Finance

Context of Change

Defining the objectives and scope of environmental scanning activities like
technology scouting requires a clear understanding of the context of change in
your industry. Context provides a foundation for identifying and assessing the
driving forces shaping the future. It points to evidence of where we see change
happening in social, technological, economic, environmental, and political
spheres and where the change will expand to next. It is the landscape upon
which trends and technologies play out; the ability to navigate this landscape is
the ability to adequately prepare for possible futures.

Forces Shaping the Future

Around the globe, several driving forces are changing the socio-economic landscape
and impacting banking and finance. Moreover, the financial uncertainty fueled

by the pandemic will shape investments, businesses, and consumers for years to
come. The fallout has meant acceleration on some fronts—with an increased focus
on fintech and digitalization—as well as the rethinking of conventional systems to
better address mounting social and environmental imperatives.

Here we’ll discuss some of the forces shaping the future of the banking and
finance industry.

Forces Shaping the Future of Banking & Finance “

I DISTRIBUTED SYSTEMS
will democratize and disrupt financial markets.

Distributed systems like decentralized finance (DeFi) continue to build
momentum, with massive growth in cryptocurrencies and more affordable
and automated investing solutions. Together, DeFi and the availability of
financial knowledge and resources are gradually redistributing the global
balance of power. It is shifting from traditional banks and institutions to

a new cohort of fintech startups alongside more tech-savvy, financially
literate individuals seeking agency over their financial health. However, this
promise of a more inclusive and accessible financial future hinges crucially on
emerging governance structures and regulations.

I I DIGITAL ACCELERATION
will continue to shape the landscape of competition.

While digital transformation in the banking and finance industry has long
been underway, the pandemic quickened the pace tremendously, pressed by
necessity rather than convenience. With customers unable or unwilling to visit
branches and as competition from neobanks increases, many financial service
providers expanded their online and contactless services, calling into question
the role and future of brick-and-mortar branches. In the race to provide

an omnichannel presence and enhanced customer experience, traditional
financial institutions are innovating through fintech collaboration.
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I I OPEN FINANCE RESPONSIBLE INVESTING

will empower people to take control of their financial health. will influence future corporate success metrics.
Open finance—the sharing of one’s financial data with trusted third parties—is Environmental, social, and governance (ESG) criteria are increasingly
on the rise as more consumers and businesses discover the benefits. Open important considerations for investors and financial services providers.
finance allows for access to a wider range of financial products and services, There is growing evidence that integrating ESG goals into capital markets not
including more tailored and affordable offerings. Using API integrations, only leads to more sustainable markets and better societal outcomes but
open finance can provide personalized financial dashboards. Here, all also makes sound business sense from a financial perspective. Institutional
pertinent customer data, such as cash flow, savings, insurance coverage, and investors are increasingly establishing ESG mutual funds and exchange-traded
investments, is centralized and displayed alongside product features and funds to appeal to younger investors who place greater importance on issues
prices. This transparent solution makes it easy to understand and improve of sustainability and good corporate governance.

one’s financial position.

I SECURITY & PRIVACY V ALGORITHMIC FINANCE

will be key differentiators for financial service providers. will power the future of financial services.

With increased digitalization comes the need for enhanced security in Banking and finance are getting “smarter” with the widespread adoption of
financial systems to protect users against cyber-attacks which are escalating artificial intelligence. Al technologies such as Natural Language Processing

in frequency, reach, and sophistication. Satisfying users’ expectations and (NLP) and predictive analytics are enhancing customer engagement and
emerging data protection regulations around the globe requires security to workforce productivity for financial service providers. Financial institutions are
be embedded into a brand’s DNA. Central to this is the need for transparent building Al solutions that detect anomalies in transactions or communications
data privacy policies, improved software architecture frameworks, and data that point to potential threats, assisting in regulatory reporting and
obfuscation technologies such as encryption and tokenization. As a result, compliance. Meanwhile, algorithmic trading systems are becoming both more
there is a growing demand for security expertise and upskilling across sophisticated in their ability to anticipate emerging market trends as well as
the industry. more accessible to private investors.

Use this context to help better understand the strategic importance
)) and innovation opportunities associated with the game-changing
technologies identified for the banking and finance industry.
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Game-Changing Technologies
for Banking & Finance

Technology Navigation

Through a process of qualitative and quantitative industry research, our team
of analysts conducted relevance analysis in order to identify the Technologies
within our portfolio that are most relevant and influential in the banking

and finance industry.

Game-Changing Technologies for Banking and Finance

Explore the selection of Technologies at play in the banking and finance
industry. Click on the Technology below to view it in the ITONICS Teaser

Technology Radar:

e 5G Mobile Network

* APl Economy*
* Conversational Systems

 Deception Technology
* Distributed Cloud
* Distributed Ledger Technology*

 Edge Computing

 Extended Reality
* Facial Recognition and Biometrics

e Fintech*
* Geofencing

* Hyper Converged Infrastructure
* Internet of Behavior

Low-Code No-Code Platforms

Machine Learning

Multi-Factor Authentication
Natural Language Processing
No-touch Payments*

Privacy Enhancing Technologies*

Quantum Computing
SD WAN
Self-adaptive Security

Self-writing Software
Stretchable Electronics

Unified Communications Services

*These Technologies make up ITONICS’ pick of the banking and finance
industry's top 5 game-changing Technologies. These are unpacked in further

detail in this report.

Game-Changing Technologies for Banking & Finance m
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Banking & Finance

W
e A
= £3ojouyda] uonc

-%O
. o' &
"&//r & (5\7-‘
Sy k3 O
£ o &
%, ~ 54
3 &
'{é} &, @\@
e 9 S 57 S
&, . ; &
~ e"o,«@ . ® % N
—_— S >
/J@”/o - @
- ® i @
Ci . 4 \B\J"temj
2
4 ® 5 - 31\00
ICT4 e [ Cu"\\‘ep
. .
abc Fac . ¢ ;
acia| Reco [ ]
'ENitiop it
and, . ! bt
. ® . extended Reallty
EALTH TECH & LIFE SCIENCES 4 POTENTIAL IMPACT .
TECHNOLOGY SEGMENTATION
] b 5
o ) Stributed cioyy
\e...”
stretcha® ° @
> =Dy
e Stry,
R * e tea g
o e e
“r
o %
v\cz}‘ﬂ . L €cé}f’

\e 0
\\“0‘0\ [ ] ”
o

Supndwo) wnueny =

TRL4 TRLS5 TRL6 TRL7 TRL8 TRL9

ITONICS Top 5 Game-Changing Technologies for Banking and Finance

Click below to read more about the industry potential of these Technologies
and examples of how organizations are applying them as solutions:

APl Economy

Distributed Ledger Technology
Fintech

No-touch Payments

Privacy Enhancing Technologies

s N =
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VICT
DISTRIBUTED SYSTEMS

Complexity

APl Economy | g T

Technology Readiness Level

The APl Economy refers to application programming - | == G OO OO0 ®@®O0OO0O0O0
interfaces (APIs) made available to third-party data A iy, ' S — TRLG

and services. By integrating these APIs into other
platforms, developers can utilize the digital services

without needing to build the feature themselves. _ . | i ; Eﬁ’:‘l‘“’"
APIs work as a bridge to connect data extracted from . - s & g 7 e
one software application to the next application i e B - i s
securely and accurately so that the two can ' : S " ! ' _' ey ~ Related Trends
communicate and share data seamlessly. e i fEmea.
: ; “ S s Transformation Economy
The APl Economy is vital because it creates new e S Diversified Value
business models and allows companies to profit by : . Data Ownership
selling their features as software-as-a-service (SaaS) Sl ; > Product-as-a-Service
products. The trustworthiness of this technology B e e L Gy Me Commerce

depends on robust data security protocols.

NE),
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f‘{é Industry Relevance

Taking Personalization to the Next Level

APIs enable banks and financial institutions to gain essential customer data,
opening channels for two-way communication. A more accurate picture of
customers'’ financial status can facilitate a more tailored marketing strategy.
However, access to this data will also make it more challenging to differentiate
offerings between competitors.

Banking-as-a-Service

APIls will drive the banking-as-a-service model which allows non-bank
businesses to white-label the services of licensed financial institutions.

By integrating banking services into their own website or app, businesses
can improve customer experience and create additional revenue without
having to obtain a banking license or being burdened by regulatory duties.

Exposing Vulnerabilities

APIs can help detect vulnerabilities throughout the services layer. Internal
applications developed for the back-office that have not passed the stringent
security protocols pose a risk of mishandling.

APIs enable the identification of any such breaches and bring them to the
front-end. This can save customer information from being privately shared or
market data unintentionally shared.

How APl works

Request

= (—=]

— —o©

Response w
Web app Internet Web server Database

in browser

Source: Altexsoft, 2021

@}‘ How is it a Game Changer?

The API Economy allows for collaboration between developers and API providers
for product optimization. Not only does this collaboration lead to better digital
products, but it also creates new income streams for software companies in a
time of mass digital service proliferation.

This tech also influences Internet of Things (1oT) technology; instead of building
APIls from scratch, developers can now combine APIs from various sources,
creating the type of interoperability that 10T is designed for.

e N
Q Inspiration

Switzerland-based financial infrastructure provider SIX enters the open banking
space, launching its ‘bLink’ platform that uses APIs to connect banks and third-
party providers. The app will enable rapid integration of new functionalities

into their offerings to continuously support innovation and provide its end-
customers a unique banking experience.



https://www.six-group.com/en/products-services/banking-services/blink.html
https://www.altexsoft.com/blog/engineering/what-is-api-definition-types-specifications-documentation/
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VICT
DISTRIBUTED SYSTEMS

Distributed
Ledger Technology

Distributed Ledger Technology (DLT) refers to the
storage of data in multiple ledgers through the use of
a distributed network of computer servers (nodes),
with each ledger bearing the same records.

DLT provides the technological infrastructure and
cryptographic protocols required to facilitate the
simultaneous access, validation, and updating

of records, creating a secure, decentralized, and
immutable digital database.

DLT is being used extensively in the finance industry
and has seen its applications extend to supply

chain management, education, farming, mining,
entertainment, and even government operations.
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Threat to Payment Servicing

Encrypted DLT can process and verify transactions in real-time, eliminating
the need for intermediaries like banks or other clearing agents. This may
pose a significant revenue threat as payment services, especially cross-border
transactions, are considered highly profitable for banks.

Easy Loans and Credit

DLT simplifies digital lending and provides a practical approach to secure peer-
to-peer lending. The technology also eliminates the need for third-party credit
scorers, as in the case of traditional lending.

This makes the entire process less time-consuming for borrowers who are
in urgent need of funds. However, regulatory challenges persist in terms of
transparency, cybersecurity, and financial stability of the loan-seekers.

Access to International Commerce

An automated trade finance system built on DLT will disrupt the paper-
intensive and time-consuming process of traditional trade finance. The
technology enhances transaction transparency and promotes supply chain
traceability with high security and low fees.

While it will enable banks to make trade finance more accessible to global
consumers, each country has regulatory considerations.

Distributed Ledger Technology n

&, ~)
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'{@} How is it a Game Changer?

Due to the removal of a central authority, DLT helps increase the speed of
transactions and reduce costs. It is a secure and tamper-free record-keeping
technology. With the wider adoption of DLT, the financial sector is likely to
see significant disruption as even central banks are investigating the use

of blockchain technology to implement reforms to facilitate highly secure
transactions at lower costs. Cybersecurity could increase drastically with the
use of DLT as the technology would take massive computing power to hack.

® N
{? Inspiration

Singapore fintech firm Hashstacs Pte Ltd (STACS), which focuses on ESG finance
and high-quality carbon credits, has joined Mastercard’'s new global startup
engagement program Start Path. Through the program, STACS will aim to
make blockchain and digital asset technology for ESG safer and more accessible
to adopt.


https://www.finextra.com/pressarticle/88814/singapore-fintech-stacs-joins-mastercards-start-path-blockchain-programme
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VICT
DIGITALIZATION AND INFRASTRUCTURE

Fintech

Fintech products use technology to ease financial
transactions in regards to tracking, managing, and
transacting. Fintechs are especially beneficial for
people without traditional accounts with brick-
and-mortar banks as it gives them direct access to
financial services online.

With the integration of technologies like Al,
blockchain, and data science, Fintech companies are
revolutionizing almost all areas of finance, ranging
from payments and insurance to stock trading.

Limitations to Fintech growth include strict
government regulations, concerns about data
security, and lingering consumer preference for
high-touch financial services.

However, governments are gradually changing their
stance to accommodate digital finance and consumer
preferences are changing

NE),
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Open Doors for Financial Inclusion

Fintech offerings will increase financial inclusion for less developed countries
and small- and medium-sized enterprises that banks currently do not serve.
There are immense opportunities for investors and tech companies to partner
and gain a foothold in emerging economies. However, operating with low
financial requirements can be subject to risk and losses.

Gen Z Appeal

Fintech will replace institutions with obsolete technologies that rely on rigid
mainframes and overstretched branch networks as younger generations prefer
to bank digitally and have greater control over their finances.

This includes easy payments and transfers as well as credit and investment
advice. However, the sector faces oversaturation and steep competition in
low-interest rates and profitability.

Mortgage Lending Made Easy

Fintech can offer targeted price discrimination as they rely on rate-setting
models for mortgages. Low-risk borrowers are less sensitive to price, attracted
by digital convenience, and likely to pay higher interest rates.

Also, refinances on mortgages are 7-10% more likely to originate from Fintech
than traditional banks. However, information security remains a concern, and
non-bank financial institutions are not tightly regulated.

Fintech m

“Fintech has shown its potential to
close gaps in the delivery of financial
services to households and firms in
emerging markets and developing
economies.”

—~Caroline Freund, World Bank Global

Director for Finance, Competitiveness,
and Innovation

Source: The World Bank, 2020

@}‘ How is it a Game Changer?

Over the years, fintech companies have evolved in many ways into leading
brands to become more customer-centric. Through “platformification” and open
APIs, infrastructure-based technology is reshaping the future of the financial
services industry. Robotic process automation, chatbots, and distributed ledger
technology support operational advances, enabling enhanced agility, efficiency,
and accuracy. If Fintech can overcome current obstacles, it can help remove the
barriers to financial inclusion and create a completely digital and transparent
banking and financial services ecosystem.

e N
O Inspiration

India-based fintech firm Finivis Pvt. Ltd has launched a white-label micro-
ATM to cater to the needs of rural communities. As part of an initiative by the
Reserve Bank of India to promote financial inclusion, the easy-to-install
Mego ATM is half the cost of bank ATMs with zero maintenance costs.



https://www.indiatvnews.com/news/india/how-this-haryana-based-fintech-firm-is-making-atm-withdrawal-easy-for-rural-india-725704
https://www.worldbank.org/en/news/press-release/2020/12/03/fintech-market-reports-rapid-growth-during-covid-19-pandemic
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No-touch Payments refers to payments made by
transferring money electronically through debit/credit
cards and is expanding to include virtual payment
methods such as online and mobile transfers.

Artificial intelligence, machine learning, and blockchain
are advancing the field of no-touch payments by
enabling more secure and faster transactions.

~N Related Trends

Digital solutions like No-touch Payments are rapidly
gaining adoption, particularly in the wake
of COVID-19.

Transformation Economy

Packaged Convenience

Me Commerce

However, the risk of fraudulent activity and Low Touch Living

cybercrime, especially when dealing with high-value
transactions, poses questions about the resilience of
digital infrastructure if cash were to become obsolete
in the future.

Cash Free Society
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Rise of Fintech Pioneers

As No-touch Payments drive real-time payments, data derived from these
transactions will enable the development of customized products and services,
giving rise to the next wave of fintech pioneers. In addition, the technology

will boost working capital for businesses reducing uncertainty from delayed
payments. However, the irrevocability of payments is still a hiccup

with customers.

Growth and Acquisition

No-touch Payments are an opportunity for growth and collaboration. With the
pandemic fundamentally changing customer behavior, banks and financial
institutions are seeing a significant increase in digital transaction volumes.
Collaboration through acquisition will result in easy deployment of contactless
payment technology, allowing firms to address consumers’ emotional needs
around safety, cleanliness, and convenience.

Decline of the Bank Card

New generation (point of sale) POS terminals will emerge, enabling a host of
applications and value-added services based primarily on mobile operating
systems. Consumers will no longer need to carry physical cards while making
a transaction, eliminating the need for banks to manufacture unique tap-to-
pay cards. But with a centralized service to store payment data, security
issues abound.

No-touch Payments

Types of No-touch Payments

N v
"@ Mobile Wallet Mobile Payment
=
=
25 QR Code [ 0] NFC Credit Card
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Online Payment

{ﬁm

((())) Smart Watch

@}‘ How is it a Game Changer?

Rapid digitalization will be a standard to meet the demands of today’s highly
mobile consumers. Al, machine learning, and blockchain have been disrupting
financial services for some time, and this trend will only accelerate. In the future,
Al may enable a neural network capable of intuitively detecting when and where
a consumer wants to spend money. Geofencing technology will make payments
seamless when a consumer enters a specific store using auto-payment,
eliminating the need for checkout. Likewise, the IoT will make it possible for
smart home appliances and wearables to make payments, creating a truly
contactless world.

f&? Inspiration

The National Payments Corporation of India has launched a prepaid, no-touch
digital payment system called e-RUPI. The system allows government agencies
and corporations to make one-time payments to beneficiaries via SMS or QR
code, removing the need for internet or bank accounts to access funds.



https://www.emarketer.com/content/india-extends-cashless-payments-with-e-rupi-launch
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Privacy Enhancing Technologies (PET) are measures TRL2

that assist users in protecting their privacy. The need

for PETs is becoming self-evident, with a growing

number of recent cyber attacks and data breaches

involving blue-chip tech companies such as Facebook

and Microsoft placing consumer data privacy in

the spotlight.

Examples of PETs include advanced encryption, ~/ Related Trends
data masking, secure multiparty computation, and

: : : i = Data Ethics
differential privacy. f‘

= Data Ownership

= Data Secure by Design

The exponential growth of sensitive online data /ﬂ
and services are among the biggest challenges to “";,
effectively implementing scalable PETs. Additionally,
the cost of maintaining data privacy is considerable,
from an organization’s perspective.

» Big Tech Regulation
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Beyond Traditional Compliance

Laws like the EU’'s General Data Protection Regulation (GDPR) that require
financial institutions to maintain the privacy of their customers are catalysts
for PET deployment.

They are an important measure in complying with forthcoming regulations
and can support organizations that wish to go beyond compliance and offer
increased privacy protection, differentiating themselves from competitors.

Open Data for Al

PETs play a vital role in the banking and finance industry’s successful adoption
of Al-driven processes, products, and services that rely on open data to train Al
systems. With PETSs, it is no longer a trade-off between data liquidity—i.e., the

ability to access, process, and manipulate data—and data security and privacy.

Collaborative Financial Crime Prevention

PETs can help prevent financial crime by enabling financial supervisory
agencies and institutions to pool customer data globally across banks while
keeping sensitive data fully encrypted. This improved intelligence makes it
easier to detect, investigate and prevent financial crimes with privacy and
security standards upheld.

Privacy Enhancing Technology m

'{@}‘ How is it a Game Changer?

PETs and their related technologies will allow companies and regulatory bodies
to share data effectively without compromising the identity of individuals.
Methods such as federated analysis and homomorphic encryption enable
insight generation while protecting the source data.

This creates new pathways to solve society’s most pressing issues through
ethical data usage. Expect this technology to enable trends such as Data Ethics
and Data Ownership, putting pressure on large technology companies to
prioritize PETs in their working models.

{7 Inspiration

Ireland-based security startup Evervault provides encryption through API
integration. Primarily targeting developers at companies that deal with sensitive
personal data and intellectual property, Evervault's encryption-as-a-service
solution allows developers to embed security into their apps and platforms as
they are designed.



https://techcrunch.com/2021/08/18/evervaults-encryption-as-a-service-is-now-open-access/
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Conclusion

There are many forces at play in the banking and finance industry—some
complementary and others opposing. We're seeing systems, services, and
knowledge become more distributed—from decentralized finance, accessible
investment, and rising financial literacy. Meanwhile, individual users seek
centralized solutions that aggregate all their financial information, providing
even greater potential for personalization and agency.

How and where we invest is also changing. Tokenized assets and blockchain
technology are reshaping how we attribute value and authenticate
transactions. And in other spheres, the sustainability imperative is driving
businesses, governments, and consumers to prioritize ESG criteria. Enmeshed
in this shift towards good corporate governance and social responsibility is the
move to make financial knowledge and services more inclusive, removing past
social or algorithmic biases and empowering demographics who have long
been economically marginalized.

With the pandemic proving once and for all that digital transformation is vital
to doing business today, the banking and finance industry has leaned into
online and contactless service delivery, going as far as employing artificial
intelligence to advise and interface with customers. While this could spell the
death knell for many brick-and-mortar branches, there is space to reexamine
the value offering of these spaces and adapt to what is proving to be an
increasingly digital-first, experiential, and, simultaneously, low-touch economy.

Conclusion m

Within this context of change, we provide a set of questions for organizations in
banking and finance to consider in the hope of nurturing fresh thinking about
the future they wish to be a part of and play an active role in helping to create.

= What if people are empowered with the information and agency to manage
every aspect of their financial health?

» What if brick-and-mortar branches leverage smart technology innovations
to transform the in-store experience?

= What if almost all tradable assets become tokenized for use on a
distributed ledger?

= What if the barriers to entry are lessened to allow non-bank businesses
to augment their offerings with comprehensive financial services?

= What if Al and predictive analytics enable the complete customization of
financial services?

» What if all companies begin including consistent and comparable ESG
reporting in their annual reports?

There are countless questions to be asked about what the future holds for
banking and finance. Finding possible answers to these questions requires a
systematic approach and a structured innovation strategy.
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Build Internal Consensus

In establishing Where to Play, it is essential to gain consensus and raise
alignment within your organization. This can be achieved through a process of
collaborative evaluation. Invite internal stakeholders and experts to participate
in rating elements—trends, technologies, scenarios, opportunities, etc.—based
on unique industry- and company-specific parameters.

When undertaken in the environmental scanning stage, an internal rating
exercise helps empower teams with the consensus needed to ensure strategic
relevance, strengthen buy-in, and act decisively.

ITONICS has provided the following internal rating criteria for organizations to
consider for trends and technologies:

Technologies

= Technology Attractiveness: How high is the potential value of the technology?

= Internal Know-How: How much internal know-how does your business
possess with regard to this element?

= Need for Action: How important is it that your organization take action with
regard to this element?

Trends

= Business Relevance: How relevant is this element to your business?

= Strategic Fit: How well does this element fit into your organization’s
overall strategy?

= Need for Action: How important is it that your organization take action with
regard to this element?

The ratings above are pre-set in the ITONICS Showroom. However, organizations

can tailor rating criteria to align with their own set of needs and workflows.

Conclusion m

It's not enough to identify the trends, technologies, disruptive startups, and
other drivers of change that are relevant to your industry and organization.

To develop an innovation strategy that remains effective beyond the time
horizon of key drivers, organizations need to develop realistic and plausible
pictures of the future in which these various drivers will unfold. This is done
through a process of and is the basis for discovering future
opportunities upon which to act.

Scenario planning is a strategic tool commonly used by key decision-makers,
innovation leads, and strategists to find focused foresight, grounded in
dependable analysis. This equips them to anticipate exposures appropriately,
evaluate innovation opportunities, and inform proactive responses.

What is a scenario?

In the context of business planning and strategy, a scenario is a postulated
sequence or combination of events projected to take place that could hold
relevance to an organization’s future state.

Developing plausible, actionable scenarios requires a systematic approach
and organizational participation. It builds on the internal rating exercise,
which serves to identify those trends and technologies that hold the greatest
strategic relevance and potential. From here, your organization must derive
the underlying drivers that are influencing its business environment and
extrapolate the different trajectories each driver could take.

Plotting these trajectories against one another and engaging your team'’s
collective and creative input reveals multiple scenario narratives. While each
narrative represents a possible future for which your organization may need to
prepare, internal consistency and strategic objectives point to those scenarios
that should be prioritized.



https://www.itonics-innovation.com/blog/scenario-planning-developing-pictures-of-the-future?utm_campaign=Industry%3A%20Banking%20%26%20Finance&utm_source=report
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Your team should prioritize the scenarios they feel hold the most strategic
relevance by asking the following two questions:

» |s this a future we hope to play an integral role in creating and shaping?
» |s this a future we hope to mitigate and avoid through thoughtful tactics?

The selected scenarios form a foundational springboard from which your
organization can best derive and define clear opportunities—i.e., possible
solutions or responses to the various scenario narratives. Use the

to plot critical scenario events and develop a timeline of innovation
activities required to explore the various opportunities ahead of the horizon in
which they are set to occur.

In this way, scenario planning provides organizations with the information
required to act on opportunities timeously—as well as the evidence needed
to develop appropriate capabilities and assets, actively shape our world, and
influence outcomes as they steer towards the future.

To further your innovation journey, all the Trends, Technologies, and
Inspirations selected as most relevant to banking and finance can be
found on the ITONICS software using the saved filter pre-set: Banking &
Finance Industry.

The ITONICS solution supports end2end innovation management, from
environmental scanning and trend and technology management to building
internal consensus and roadmapping.
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About Us

We build Al-powered SaaS to
innovate, grow, and disrupt.

Our data-driven software platform helps organizations
around the globe to identify emerging technologies,
trends, and market potentials and translate them into
powerful growth strategies.

Supported by artificial intelligence, companies can
manage their entire innovation process in a modular
software suite to efficiently achieve their business goals
and remain future-proof.

Working with global teams to innovate new products,
services, and business models, ITONICS professional
services inspire, guide, and accompany organizations on

their innovation journey. With more than 115 experts on

four continents, we support innovation leaders such as
adidas, AUDI, CISCO, Intel, Johnson & Johnson, and SAP.

As a strategic partner to key market players across
all industries, we systematically advance the topics of
innovation, strategy, and digitalization.

Conclusion, m

As a strategic partner to key market players
across all industries, we systematically
advance the topics of innovation, strategy,
and digitization.
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